
Dan Domagala; "Cybersecurity: An 8-Point Checklist for Protecting Your 
Assets"
Join this interactive discussion about cybersecurity trends, how to identify and 
assess risk, and taking preventative measures to defend sensitive information. 
We’ll take a proactive approach to reducing vulnerabilities by outlining some 
sensible actions to help protect you and your clients.

2017 Annual Meeting of Members
and Board of Directors Meeting

https://www.tscpa.org/about-tscpa/leadership/annual-meeting-and-midyear-board-of-directors/annual-meeting-of-members-2017/dan-domagala


AGENDA

 Cybersecurity challenges today
 Security questions… and answers
 Preventative approach with 8-point security inspection
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EKS&H AT A GLANCE | 2 |



WHAT EKS&H IS DOING IN CYBERSECURITY
 Commitment and Investment
 Cybersecurity Vulnerability Assessment
 Risk Advisory Services
 Awareness Training

 Technology Partners
 Managed Security Service Providers
 Breach Response and Forensics
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AUDIENCE PARTICIPATION

 What cybersecurity topic is top-of-mind for you?
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LATEST SECURITY HEADLINES | 5 |



CURRENT TRENDS
 Business Email Compromise / 

Spearphishing
 Increased 270% since 2015, Average 

loss of $140,000 (TrendMicro)

 Ransomware
 up 172% in 2016

 Credential Stuffing
 Using usernames/passwords from one 

account to hack another
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CYBER SECURITY QUESTIONS AND ACTIONS 

1. How secure is my enterprise?
2. What information do I have?
3. Rules and regulations?
4. Who has access?
5. How is access enforced?
6. Identifying suspicious activity?
7. What is my response plan?
8. How susceptible are my employees?

| 7 |



QUESTION #1

How secure is my 
enterprise?
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ACTION: PERIMETER DEFENSE
 Defend your castle:
 Endpoint security 
 Network segmentation
 Firewall
 Anti-malware
 Secure communications 
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Source:  Verizon 2016 Data Breach Investigations Report

ANATOMY OF A BREACH



ACTION: PERIMETER DEFENSE
 An ounce of prevention is worth a pound of cure:
 External vulnerability scanning
 Internal vulnerability scanning
 Web/content filtering
 Email filtering
 Implement security best practices
 Trust but verify

 Take the extra step:
 Two-factor authentication
 Targeted threat protection
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| 12 |QUESTION #2

What information
do I have? 



ACTION: DATA INVENTORY
 Every organization has sensitive information that resides 

in many places.
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WHAT IS THE MOTIVE? | 14 |



ACTION: DATA INVENTORY
 Identify what you have
 Financials, customers/donors, employees, transactions, 

intellectual property, legal, technical, trade secrets
 Identify where it’s located
 Hardcopy, electronic, on premise/off premise, encrypted

 Confirm why you hold onto it
 Storage, active vs. archive, retention
 Keep only what you need

 Also identify who is responsible for each data type
 Data governance, ownership, single source
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| 16 |QUESTION #3

Rules and 
regulations?



ACTION: COMPLIANCE/PRIVACY LANDSCAPE | 17 |



ACTION: SAMPLE PCI DSS REQUIREMENTS
 Install and maintain a firewall configuration to protect cardholder data.

 Protect stored cardholder data.

 Encrypt transmission of cardholder data across open, public networks.

 Use and regularly update anti-virus software.

 Develop and maintain secure systems and applications.
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File Data
C:\Program Files (x86)\Dell\SysMgt\omsa\ini\pcidb.txt 4444********0003

5333********8901
E:\Shared Folders\IT\Data cubes\AR_slm_cube.xlsx 4899*****9999

4499*****9998
4900*****0007



| 19 |QUESTION #4

Who has access? 



ACTION: USER MANAGEMENT
 Who has access?
 To what information?
 How is access decided?
 How are new users set up?
 How about promotions or transfers?
 What happens when an employee 

leaves the organization?
 What are the access policies for contractors, vendors, 

or other business partners?
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ACTION: USER MANAGEMENT

 Internal and 
external systems

 Groups / Roles
 Privileges
 Policies
 Beware of 

over-granting or 
duplicating access
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Source:  msdn.Microsoft.com



| 22 |QUESTION #5

How is access 
enforced? 
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ACTION: AUTHENTICATION 
 Establish and implement a practical password policy
 Length, complexity, duration

 Utilize enterprise-grade password management tools
 If Single-Sign-On (SSO) strategy, make it stout
 Concentrate authentication to core business systems 
 Consider two-factor authentication
 Trust but verify
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| 26 |QUESTION #6

Identifying suspicious 
activity? 



ACTION: MONITORING 
 Avalanche of system log data

 Sifting through the noise

 Monitoring Tools

 Advanced Security Analytics

 Managed Security Services
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ACTION: MONITORING | 28 |Source:  http://www.solarwinds.com/kiwi-syslog-server.aspx



| 29 |QUESTION #7

What is my 
response plan?  



ACTION: RESILIENCY 
 Have an overall information security strategy.
 For each identified risk:
 Treat it, transfer it, accept it (or ignore it)

 Conduct periodic vulnerability assessments.
 Adopt, update, and test 

cybersecurity plans:
 Backup and restore process
 Disaster recovery plan
 System patches and updates
 Breach response plan
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ACTION: BREACH RESPONSE PLAN | 31 |

 Definition of a breach
 Breach response teams and responsibilities
 Recovery activities
 Communicating the breach
 Dealing with the breach
 Restoring operations
 Testing and maintenance



| 32 |QUESTION #8

How susceptible are 
my employees? 



How to catch 
a phish…

ACTION: SECURITY AWARENESS | 33 |



ACTION: 
SECURITY AWARENESS: SPEAR-PHISHING | 34 |

Source: www.technologyassociates.net/avoid-wire-transfer-scam-emails/ 



ACTION: SECURITY AWARENESS 
 People are the weakest link in the cybersecurity chain.
 Social engineering and phishing attacks:

 Users coerced into giving away credentials 
 Redirection to malicious sites through email links
 Spoofed websites to capture personal or corporate data

 The traditional technology-centered view of cybersecurity is 
expanding to include people and processes.

 Awareness training may be your most effective investment.
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EIGHT-POINT INSPECTION REVIEW | 36 |

5. Authentication

6. Monitoring

3. Compliance

2. Data 
Inventory

4. User 
Management

1. Perimeter 
Defense

7. Resiliency

8. Awareness
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